RESOLUTION ON THE USE OF THE ISPS-CODE IN THE FIGHT AGAINST THE TRAFFICKING OF PERSONS, WILDLIFE AND GOODS

Submitted by: Narcotics & Dangerous Drugs Committee[endnoteRef:1] [1:  More information on the ISPS Code and its importance can be found in this document from Deputy Chief Eric Hampton of the Georgia Ports Authority Police Department, who assisted the Narcotics and Dangerous Drugs Committee in the drafting of this Resolution.




















February 20, 2024
To:	Mr. Patrick Stevens
IACP/Belgian Federal Police Liaison Officer
Belgian Embassy, Washington, DC. 

From:	Deputy Chief Eric Hampton, GPAPD 
Re: 	Recommendation for ISPS Code Resolution 
On July 1, 2004, the International Ship and Port Facility Security Code (ISPS Code) was implemented and provided a comprehensive framework for maritime security measures deemed necessary for protecting and preventing disruption of the global supply chain by those engaged in acts of terrorism. 
The ISPS Code has strengthened maritime security globally through the imposition of mandates and recommendations outlined in Part A and Part B. Mandates are within Part A and recommendation are within Part B.
The main objective of the International Maritime Organization (IMO) is fostering cooperation between contracting governments, government agencies, shipping, and seaport related industry, in assessing and detecting threats to the international maritime transportation system. The ISPS Code established a systematic mechanism for deterrence of dangerous devices and substances at seaports, on commercial vessels, and preventing vessels themselves from being weaponized. 
The IMO, in concert with members of nation-states such as the United States Congress, ratified laws, such as the Maritime Transportation Security Act of 2002 (MTSA) and instituted supporting maritime security programs to bolster resiliency of global trade.
While all programs incorporated under the ISPS Code improved maritime and homeland security, they are in fact currently insufficient to address the current and evolving threat landscape.
Our global maritime transportation system remains increasingly vulnerable to exploitation by Transnational Criminal Organizations (TCOs), including hybrid groups affiliated with global acts of terrorism. Previous knowledge gaps about drug trafficking and terrorism convergence impeded comprehension of the connection between Drug Trafficking Organizations (DTOs) and the evolving hybrid terror groups who may likely benefit from exploitation of the maritime domain.
Sufficient academic research literature and law enforcement data suggests the global maritime threat landscape of today has evolved, cultivated by a new 21st century threat model. Both TCOs and hybrid terror groups are both unconventional and decentralized; while not fully autonomous, these groups demonstrate the ability to adapt quickly and outpace the wheels of justice.  TCOs, who too are poly-drug trafficking organizations, in addition to being money launderers and illicit smugglers, have demonstrated an alarming capability to move enormous (multi-ton) quantities of narcotics across the globe at will.
Today’s challenges are a result of more than two decades of technological advancements that include: communication encryption, Global Positioning Systems (GPS), and even Artificial Intelligence (AI), each of which have likely escapes the legislative imaginations of public policy makers. These new technological advancements have undoubtably presented new challenges to global initiatives focused on investigating, disrupting, and apprehending TCOs.  
Well documented is the sophistication of TCOs operating complex criminal organizations capable of infiltrating established maritime and logistical enterprises, using bribery, intimidation, violence, concealment, and countersurveillance. 
TCOs in many instances have consistently demonstrated an at-will capability to undermine and weaken criminal background investigation systems, rendering hiring practices futile. Furthermore, TCOs routinely demonstrate expertise in defeating or circumventing physical security measures, using fraudulent documents and infiltration of social groups with the sole objective of high jacking, and controlling trade routes and systems to support the facilitation of illicit commodities amongst legitimate cargo at lowered risk and even undetected. 
A Resolution is needed to add precision to ambiguous language within the current ISPS Code. A Resolution must acknowledge and accept the documented phenomena of convergence between drug trafficking organizations and terror groups. 
A Resolution must appropriately acknowledge and emphasize the potential for deadly narcotics, human trafficking, and weaponized devices to be moved undetected amongst the fast-paced growing global supply chain. 
A Resolution is needed to bridge maritime security gaps leading to the proverbial backdoors of local and regional communities battling growing drug overdose epidemics, and the consequential decline of social and economic conditions. 
A Resolution is needed that recognizes the complex isomorphic nature of the global maritime transportation system and its dynamic integration with landside intermodal systems including trucks, transload warehouses, brokers, trains, and railroads. Seaports, and cargo vessels, are part of a larger intermodal structure and must be identified as critical nodes within a larger global supply chain linked to smaller subsystems comprised of locally and regionally populated communities.
A Resolution is needed to support and improve communication and collaboration between governmental authorities and maritime stakeholders. A Resolution must mandate the collection and sharing of intelligence correlated to maritime exploitation both vertically and horizontally amongst local, state, and federal government authorities. 

A Resolution must require the incentivization of security breaches and suspicious activity self-reporting by seaport and vessel owner operators by preventing or reducing punitive action against those who demonstrate a commitment to maritime security. The imposition of civil penalties against seaport or vessel owner operators who self-report is counterproductive to the prevention and interdiction objectives of law enforcement. Civil penalties should, however, be levied against any organization who is found to be negligent in instituting acceptable security measures outlined by regulating officials. 

Lastly, a Resolution must mandate annual maritime security training for seaport executive leadership and owner operators. 
] 

Co-sponsored by: Transnational Crime Committee

WHEREAS, shipping has always been a sector that ensures economic prosperity and progress, it supplies nearly 90% of the goods at home and is the only truly free market at the global level, and

WHEREAS, due to its special characteristics, shipping is also very vulnerable to all kinds of threats such as narcotics smuggling, theft and human trafficking, and 

WHEREAS, transnational Organized Crime frequently uses ships and port facilities to smuggle the illegal goods (drugs, persons, wildlife,) from one country to another. The impact of these Transnational Organized Crime Groups on the society is extremely high and must be fought, and

WHEREAS, the conventions of the International Maritime Organization (IMO) apply worldwide and can play a key role in this by issuing rules that are generally applicable but also flexible enough to take into account the specificities of the maritime sector in each member state; and

WHEREAS, the Safety of Life at Sea (SOLAS) Convention and the International Ship and Port Facility Security (ISPS) Code were adopted by the IMO on December 12, 2002 to protect the security of ships and port facilities from terrorism. These conventions form the current framework for protecting the maritime cluster in a broad sense; and

WHEREAS, almost all ports and coastal states are party to the SOLAS Convention and thus obliged to follow the rules of the ISPS-Code to perform risk assessments to determine weaknesses in the security of the port and port facilities linked to terrorism, sabotage and espionage. However, at this moment, member states don’t have to take the risks linked to transnational organized crime into account and therefore not all weaknesses are being mitigated effectively; and

WHEREAS, today, 20 years after the adoption of the ISPS framework, the preventive security is not used in a coordinated manner in the fight against organized crime including narcotics smuggling; and

WHEREAS, the basic principle of the ISPS Code is that unauthorized persons must be denied access to ships and port facilities at all times, and that all actions concerning the handling of cargo must be monitored. These security measures to counter terrorism, espionage and sabotage can also be used in the fight against organized crime. The ISPS code should ensure that the success rate of illegal activities can be significantly reduced or even eliminated by focusing on access control, physical security measures to protect the area, exchange of expertise and incident reporting, and 

WHEREAS, new regulations that need to protect the free market of shipping and guaranteeing a worldwide level playing field by performing risk assessments and implement security plans to eliminate or reduce those risks, should be supported by every country, including the U.S. in order to ensure a safe and secure environment; and

WHEREAS, The  expansion of the ISPS code to any intentional action which may cause damage to seagoing vessels in international and domestic maritime traffic, to crew, passengers or cargo, or to the relevant port facilities; illegal actions that include the use of seagoing vessels to bring prohibited objects or products (such as narcotics and other dangerous drugs) into or out of the U.S. through port facilities, to allow persons or animals to embark or disembark without authorization, or any related activities; and

WHEREAS, enhancing efforts by governments and harbor police to prevent not only terrorism but also other illegal activities, such as narcotics and other dangerous drugs, at port facilities will mitigate their impact on the mainland, leading to safer local communities and offering substantial benefits for local and state police.

WHEREAS, expanding the ISPS code gives new opportunities to exchange useful information and assure new ways of collaborating with maritime authorities, and other departments worldwide; and gives the IMO the opportunity to develop guidelines on port security taken the transborder organized crime into account, and that capacity building under the auspices of the IMO is possible; therefore, be it

RESOLVED, that the IACP strongly urges the expansion of the ISPS code on national and international level to strengthen the fight against Transnational Organized Crime (in all its forms such a narcotics and dangerous drugs smuggling, illegal trafficking of persons, wildlife and goods). 
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